
RISK MANAGEMENT REPORT
Santam’s board recognises and acknowledges that it is accountable 

for the establishment and maintenance of an effective risk 

management system, including the system of internal control.

The board is of the opinion that the risk processes at Santam are 

effective in continuously identifying and evaluating risks and in 

ensuring that these risks are managed in line with the business 

strategy and within the board-approved risk appetite.

RISK MANAGEMENT, INTERNAL CONTROL  
AND COMPLIANCE PROCESSES
INTERNAL CONTROL
As part of the overall management of risk, Santam’s management 

has implemented a system of internal control. The system provides 

the board with reasonable assurance that the business is operated 

consistently within:

 – the strategy as determined by the board;

 – the business objectives;

 – the policies and processes; and

 – the laws and regulations that apply to the group.

The internal control system aims to detect and prevent any 

significant risk from materialising and to mitigate any adverse 

consequences that may arise.

The board is supported by the control functions within Santam, 

which include the internal audit, enterprise and risk management 

and actuarial and compliance functions. A chief risk officer was 

appointed in 2018. The functions are reviewed regularly, as agreed 

with the board of directors. A number of business units have 

quality-assurance functions in place that continuously identify 

specific control weaknesses that need to be addressed. Both the 

risk and audit units work closely with these functions to ensure that 

appropriate controls are in place.

SYSTEM OF INTERNAL CONTROL
The board is ultimately responsible for and reviews the effectiveness 

of the group’s system of internal control, which includes internal 

financial controls. However, such a system is designed to manage 

rather than eliminate the risk of failure to achieve business 

objectives, and can provide only reasonable and not absolute 

assurance against material misstatement or loss.

The board confirms that the process for identifying, evaluating and 

managing the significant risks faced by the group is ongoing. This 

process has been in place for the year under review and up to the 

date of approval of the integrated report, and is regularly reviewed 

by the board. The board reviewed and approved the Group Internal 

Control Policy during the year under review.

In addition to designing and operating suitable internal controls, 

management is responsible for identifying and evaluating significant 

risks that apply to their areas of business. These risks are assessed 

continually.

A control process of self-assessment and hierarchical reporting 

has been established, which generates a documented and auditable 

trail of accountability. These procedures are relevant across group 

operations. They provide for successive assurances to be given at 

increasingly higher levels of management and, finally, to the board.

This process is facilitated by Enterprise Risk Management and  

Group Internal Audit that, together, also provide a degree of 

assurance about the operationality and validity of the system 

of internal control. Planned corrective actions are monitored 

independently for timely completion.

INTERNAL FINANCIAL CONTROLS
The board has confirmed that effective systems of internal control 

and risk management are being maintained. During the year there 

were no breakdowns in the functioning of the internal financial 

control systems that had a material impact on the Santam Ltd group 

annual financial statements.

The board is satisfied that the annual financial statements fairly 

present the financial position, changes in equity, results of operations 

and cash flows for the group in accordance with IFRS, and that these 

statements are supported by reasonable and prudent judgements 

that have been applied consistently.

INTERNAL ASSURANCE PROVIDERS
The main internal independent assurance provider in Santam is 

the internal audit unit. Through the audit committee, internal audit 

provides objective and independent assurance to management 

and the board of Santam about risk management, control and 

governance processes. Internal audit is governed by an internal 

audit charter, which is approved by Santam’s audit committee and 

reviewed annually. The charter defines the purpose, authority and 

responsibility of the function.

The head of internal audit provides a report at each audit committee 

meeting, including an annual written assessment of its scope and 

findings. The head of internal audit also reports to the chairman 

of the audit committee, with administrative reporting to the chief 

financial officer and unrestricted access to the chief executive officer 

and/or any other member of the executive management.

The Santam group’s approach to the governance of its group 

operations is detailed in the board-approved Santam Group 

Governance Policy. In the policy, it is acknowledged that the Santam 

group, at any time, holds material equity investments (in terms of the 

level of shareholding and/or the value of the investment) in a number 

of entities, either through statutory (legal) entities or other corporate 

or business arrangements. Internal audit has developed an audit 

strategy for each category of entity.

Internal audit plans ensure that all entities are adequately 

considered in the audit plan based on their size, complexity and risk 

profile, as well as the nature of the investment and specific legal 

entity governance requirements.

The annual internal audit plan is reviewed regularly so that it 

remains relevant and responsive to changes in the operating 

environment.



The Santam audit committee approves the internal audit plan for the 

group. Detailed audit plans for subsidiaries with separate licences 

are approved by their respective finance and risk committees.

Internal audit proactively reviews its practices and resources for 

adequacy and appropriateness, to meet the increasingly demanding 

corporate governance and regulatory environment, including 

the requirements of King IV™ and other applicable regulatory 

requirements. The head of the internal audit control function was 

appointed at group level and was outsourced to MiWay Insurance Ltd, 

Centriq Insurance Ltd, Centriq Life Insurance Ltd, Santam Structured 

Life Ltd, Santam Structured Insurance Ltd, Santam Structured 

Reinsurance Ltd PCC and Santam Financial Services Ltd DAC.

EXTERNAL AUDIT
The external auditors, PricewaterhouseCoopers Inc, are engaged to 

provide stakeholders with an independent opinion on whether the 

annual financial statements fairly present, in all material respects, 

the financial position of the company and the group.

To avoid duplication of effort, there is regular communication with 

internal audit to understand the scope of work and the results of 

its audits. Santam has a formal pre-approval policy on the use of 

external auditors for non-audit services.

The policy provides guidelines for dealing with audit, audit-related, 

tax and other non-audit services that may be provided by the 

independent auditor to Santam and its entities. It also sets out the 

services that may not be performed by the auditor. The services 

rendered by the auditors are monitored by the audit committee 

on a quarterly basis. Non-audit services rendered by the group’s 

external auditors amounted to R2 million. This includes R1.1 million 

for assurance-related services, R0.3 million for regulatory-related 

services and R0.7 million for other services.

The external and internal auditors attend committee meetings and 

have unrestricted access to the committee and its chairman at all 

times, ensuring that their independence is in no way impaired.

Both the external and internal auditors have the opportunity to 

address the audit committee at each of the meetings without 

management being present.

OTHER ASSURANCE
There is regular interaction and consultation between internal audit 

and other internal assurance providers and control functions – for 

example, the quality-assurance functions in the distribution, claims 

and underwriting business units, and the heads of risk management, 

actuarial and compliance control functions.

RISK MANAGEMENT
The objective of risk management is to create and protect value 

for legitimate stakeholders, to improve decision-making and to 

contribute to retaining and building Santam’s leadership position in 

terms of financial performance, reputation and brand, market share 

and the protection of policyholders.

The board also regularly reviews the risk management, internal 

control and compliance systems for effectiveness. While the board 

is responsible for the overall governance of risk, it is assisted by the 

risk committee in discharging this responsibility. Risk management 

is an important component of operational governance owing to the 

risks the group is exposed to through its business model.

The Santam board has adopted the three-lines-of-defence 

model for managing material risks. This model defines the roles, 

responsibilities and accountabilities for managing, reporting and 

escalating risks and other matters throughout the group. The 

model incorporates the oversight, management and assurance of 

risk management, essentially giving three independent views of 

risk. This approach ensures that risk management is embedded 

in the culture and daily activities of business units, and provides 

assurance to the board and executive committee that risks are 

managed effectively.

The group operates within a federated business model environment. 

In terms of this philosophy, the Santam board sets tight principles 

that need to be applied throughout the group clusters and 

businesses. These requirements include adopting the group 

enterprise risk management (ERM) policies and frameworks. The 

business clusters take responsibility for all operational and risk-

related matters on a business level within the limits set by the risk 

appetite, policies and frameworks. Risk management is an integral 

part of the strategic planning processes, which include decision-

making and execution of the strategy.

The risk appetite process is key to the integrated strategic planning 

process and the continued monitoring of operations. The risk 

appetite is agreed and set at board level, indicating the overall limits 

and boundaries for the execution of strategic goals, operational 

activities and the parameters for implementation of liquidity risk, 

market risk, credit risk, reinsurance and insurance risks and 

operational risks.

Appetite statements are aligned with the strategy and together provide 

direction for decision-making and execution in terms of the amount 

of risk management can take. The statements are a combination of 

quantitative and qualitative measures to provide clear guidance from 

a top-down perspective as to how much risk the board is willing to 

take. These group statements are cascaded into the various business 

clusters, licensed entities and material subsidiaries.

The various boards of the subsidiary companies are responsible 

for their respective risk appetites, which need to remain within the 

overall group appetite.

The relevant board committees and forums monitor specific risks, 

while overall oversight and review are provided by the risk committee.

Risk appetite remains a key tool for the review and measurement of 

the extent to which risks are managed. Risk appetites are in place 

for the main strategic business units. Risk reports are discussed 

quarterly by the various committees and boards, and ultimately feed 

into the overall group risk appetite, which is discussed and reviewed 

by the Santam risk committee.



The diagram below generically depicts the flow of risk management 

information from the individual businesses to the Santam Ltd board.
CHIEF RISK OFFICER
Asher Grevler was appointed as the chief risk officer (CRO) for the 

Santam group on 1 August 2018. The CRO has an independent line  

of accountability to the Santam board through the Santam board’s 

risk committee.

This is a new role at Santam that recognises the importance of 

co-ordinating enterprise risk management responsibilities for the 

Santam group at an executive level.

The primary function of this role is to aid the board in its 

implementation, review and approval of the enterprise-wide risk 

governance framework, which includes Santam’s risk culture, risk 

appetite, risk limits and corresponding capital or liquidity needs. This 

role is supported by the other internal control functions that exist 

within the Santam group.

In compliance with the Insurance Act of 2017, the heads of the 

internal audit, ERM and compliance control functions remain intact 

at group level, and these roles are outsourced to MiWay, Centriq and 

Santam Structured Insurance (SSI). The heads of risk and compliance 

control functions at a group level are supported by relevant functional 

teams at MiWay, Centriq and SSI and via various “risk custodians” 

within the business units to ensure adequate on-the-ground 

expertise and knowledge of the business. The risk management and 

compliance policies form part of the group’s governance framework 

and encompass the totality of its strategies, policies and procedures 

for identifying, measuring, monitoring, managing and reporting all 

material risks to which the group may be exposed.

The head of the actuarial function remains intact at group level.  

The head of actuarial function for MiWay is outsourced to the  

Santam group. The head of the actuarial function at Centriq is 

employed internally at the insurer and the head of the actuarial 

function for SSI is outsourced to an external consultant.

Alignment between risk management and other assurance providers, 

including internal and external audit, compliance and quality-

assurance functions, remains a key part of the ERM plan.

The combined assurance framework brings role players together to 

review and update significant risks and establish potential assurance 

or oversight gaps, which are escalated to the audit committee. The 

key risks are also jointly assessed by the various assurance providers 

as input into planning priorities for 2018. Risks and key themes have 

been identified to ensure that an effective and efficient approach is 

adopted to provide the relevant stakeholders with assurance over 

these key risks and risk themes.

In line with the annual strategy review cycle, ERM conducts an analysis 

of the group’s top inherent risks. Research, review and analyses, one-

on-one interviews, risk indicators, surveys, loss-event management as 

well as group workshops and interviews with the executive committee, 

management and various operational teams are techniques applied to 

gather the necessary information. The process includes “deep dives” 

and discussion of new and emerging risks. A number of external 

risk reports are reviewed to identify and assess any relevant risks. 

Santam is a member of the Corporate Executive Board/Gartner which 

produces quarterly updates on new and emerging risks identified 

across multiple industries and geographies.

Business-level (and sub-businesses)
Risk management identifies and manages risks faced by the 

business (e.g. operations/risk services/underwriting managers)

Business-level management committees
Additional committees that may be established by a business 

to assist their executive committee in certain areas of risk 

management (e.g. Santam information security committee)

Business-level risk and/or audit committees/forums
Assist the business-level board in fulfilling its responsibilities 

to the Santam group (e.g. MiWay and Centriq finance and risk 

committee)

Group risk management
Develops group risk management framework, policy and 

guidelines for approval by the Santam board; coordinates 

reporting responsibilities and improves risk management 

across the group

Santam board
Responsible for the group’s risk management strategy, 

framework and policy, as well as monitoring the effectiveness 

and disclosure thereof, in accordance with best practice

Santam board committees (including risk, human resources, 

social, ethics and sustainability, investment and audit)

Assist the Santam board to fulfil its responsibilities

Santam executive risk forum (ERF)
A forum for executive management and control 

functions to discuss and review risk



A recent “deep dive” included an analysis of the impact of the water 

crisis in the Western Cape on both insurance and operational business. 

Continuity plans and plans for head office facilities were reviewed and 

accordingly updated. Plans have been put in place to maintain the 

functioning of the building should water supply be disrupted.

From an operational risk perspective, a “deep dive” was performed 

on the placing of facultative reinsurance given the potential exposure 

when reinsurance is not appropriately placed. The review highlighted 

some control issues that were addressed by management, thereby 

reducing the potential exposure across the group. The risk is closely 

monitored to make sure controls are adequate and effective.

The main inherent risk themes to emerge from the review included 

political, social and economy-related risks. Other risks included 

the risk of a further sovereign downgrade, increase in the severity 

and frequency of extreme weather events (e.g. floods, drought) 

and sourcing of specialist skills. The risk concerning radical 

transformation of the financial services industry has increased due 

to the perceived slow progress made. Santam already has very strict 

recruitment targets in place but supplier development has been 

identified as a focus area. Plans are being developed to ensure that 

appropriate spend is directed to relevant suppliers. The risk profile of 

the group shifted from listed to non-listed investments to support the 

international growth strategy. The growth and diversification strategy 

introduced new risks to the overall risk profile and resulted in a review 

of the liquidity risk appetite.

A number of common risks were identified by various businesses and 

were included in the overall group risk profile, such as cyber risks 

and challenges with profitability and growth in some areas. Other 

areas highlighted the risk of being able to continuously innovate and 

remain relevant as a key challenge.

The increase in cyberattacks internationally highlighted the potential 

exposure of companies to brand and reputational risks.

It has also become more challenging and complex to mitigate the 

impact of corruption on business. Vigilance is necessary to avoid 

dealing with people or organisations associated with corruption or 

with specific parties assumed to be corrupt.

The Sanlam Group is currently in the implementation phase of a new 

risk management system. The software implementation process will 

continue into 2019 and will be rolled out to all the Santam businesses 

per agreed timelines.

Read more about Santam’s strategic risks in the chief executive 

officer’s report.

RISK DISCLOSURE
The integrated ERM process is mature and is applied consistently 

throughout the group. Based on independent reviews and maturity 

assessments presented to the risk committee, the board is satisfied 

that the integrated ERM programme is adequate in identifying 

current and emerging risks and ensuring that these risks are 

managed appropriately.

COMPLIANCE
The group operates in a highly regulated environment owing to the 

nature of its financial services operations. Long-term sustainability 

is inextricably linked to compliance with all applicable regulations 

and a productive relationship with the regulators who grant operating 

licences to the group’s businesses.

Regulatory compliance is therefore an important operational 

governance focus area:

 – The Santam board is ultimately responsible for regulatory 

compliance.

 – The responsibilities of the risk committees include the 

monitoring of regulatory compliance within the relevant entities.

 – Quarterly reports to these committees and the Santam board 

include updates on regulatory developments, augmented by 

regular training sessions to keep members of the board and these 

committees abreast of all legislation applicable to the group.

 – Quarterly reporting also includes compliance reports 

that provide information on the group’s overall regulatory 

compliance, any significant breaches detected by the group and 

business unit compliance functions. The terms of reference of 

cluster and business unit level boards and risk forums similarly 

include monitoring of regulatory compliance.

 – Compliance functions with dedicated compliance officers are 

established at both group and licensed entity level. The terms 

of reference for these functions focus specifically on regulatory 

compliance.

 – Changes in South African regulations are monitored by the group 

compliance function.

The compliance functions are actively involved in commenting 

on proposed regulatory changes directly and through industry 

bodies. These functions are also responsible for coordinating the 

implementation of new regulations across affected businesses. 

Similar functions operate within the group’s operations outside South 

Africa. The scope of the centralised regulatory unit is being extended 

to include non-South African businesses. Regulatory compliance 

remains the responsibility of business management.

Read more about the regulatory environment in which the group 

operates in the chief executive officer’s report.

BUSINESS CONTINUITY
A key operational risk that spans Santam’s business is the potential 

impact of a major disaster and/or disruption. The group has 

responded to this threat by continually improving the group-wide 

business continuity framework to ensure that people are prepared, 

crisis infrastructure is tested and meaningful recovery plans are in 

place. A steering committee is responsible for overseeing, reviewing 

and monitoring Santam’s business continuity capability, specifically 

the prioritisation of business recovery plans. In 2018, integrated 

disaster recovery and business recovery tests were conducted at 

Santam’s off-site premises. The tests were successful and the 

learnings have been incorporated into business recovery plans.

Santam’s crisis management plans received a major structural 

update about the various businesses in the group. The geographical 

locations of key business functions and the possibility of cyber events 

were incorporated into the plans. 


