
IT GOVERNANCE
Santam considers information to be a strategic asset. Our IT 

systems provide the platform on which the group does business and, 

combined with technology and data, constitute a source of future 

business opportunities. IT and digital technology represent a growing 

source of competitive advantage to enhance our intellectual capital.

We rely on standardised processes and controls to extract and exploit 

information for decision-making and to maintain data quality at an 

acceptable level. IT governance drives accountability, responsibility and 

the effective management of business information across the group. 

A key strategic focus for the group is to continuously mature 

information and cybersecurity processes, and develop and implement 

business application platforms that will enable Santam to:

 – deliver products more speedily; 

 – reduce exposure resulting from incorrect risk calculations;

 – protect Santam and customer data; 

 – move closer to our partners and clients through different user 

experience platforms; and 

 – reduce the overall operational cost of contact centres. 

The Santam board is responsible for technology (including digital) and 

information governance and acknowledges that these aspects are 

critical to the group. The governance of technology and information 

is defined in the Santam group IT governance charter, the Santam 

Information Governance Authority (SIGA) charter and the information 

security charter. Appropriate steering committees exist for each area.

The IT governance charter
The Santam board manages the execution of IT governance through the 

IT governance charter, which describes the IT governance principles, 

mechanisms and responsibilities to be applied within Santam and its 

subsidiaries, associates, partnerships and joint ventures.

The charter sets out the responsibilities of the board relating to the 

governance of technology; the recognition of the fiduciary duties of 

the board members of subsidiary companies and business entities; 

IT governance principles for the group; the recognition of Sanlam 

Group IT in the Santam governance model; and the various bodies 

that govern IT in the Santam group. These bodies include:

 – Boards of directors

 – Business unit CEOs

 – Audit and risk committees

 – Executive management structures

 – IT management committees

 – Strategic IT investment structures

 – Information and IT security governance structures

The SIGA charter 
The SIGA charter sets out the ownership and governance principles 

of information within the Santam group. To this end it has as its 

core purpose effective information management and governance to 

constantly enhance the value and quality of information and to direct 

the use of data and information.

Information governance and management are the responsibility 

of the board and heads of departments, or their designated 

representatives (data stewards). This warrants a carefully designed 

system of information governance and management by SIGA to 

guarantee optimal attention of key stakeholders and role players. 

SIGA reports to the risk and audit committees through the SIGA 

chairperson (Santam chief information officer). The SIGA chairperson 

will also report progress to the Santam executive committee.

The information security charter 
The information security charter expands on the IT governance 

charter by describing the governance of information security.

This charter sets out the various information security principles, 

governing bodies and role players responsible for providing the board 

with a clear and understandable view of the state of information 

security and resultant risks within the group.

The information security committee (chaired by the group chief 

information officer) is responsible for adherence to the information 

security charter and the implementation of an information security 

management system to protect Santam’s technology and information 

assets.

IT management and reporting
The charters are implemented through quarterly reporting to the 

audit and risk committees and the board, which covers all Santam 

subsidiaries, associates, partnerships and joint ventures. To monitor 

IT risks and the effective control of IT and information within the 

group, the board mandates the executive team to implement the IT 

governance framework. IT governance is managed on a day-to-day 

basis at a business unit level.

Quarterly reporting to the audit and risk committees includes the 

appetite of the respective business units for specific strategic, 

technical, operational and information risks, as well as updates on 

governance framework implementation, access governance and 

vulnerability management.

The Santam board delegates the prioritisation and approval of major 

IT investments to the strategic investment steering committee, which 

consists of Santam executives. This steering committee ensures that 

projects follow the governance framework, oversees the execution 

of the project life cycle and assesses the value delivered to the 

organisation.

IT governance in 2018
During the year under review, our IT governance focus areas were to: 

 – develop a detailed information governance framework; and 

 – monitor and manage cyber risk.

The following steps were taken to raise awareness of and manage 

cyber risk in Santam:

 – The findings of the cyber risk assessments conducted on 

all core Santam commercial and personal applications 

and infrastructure during 2017 were used as drivers of the 

information security strategy. 

 – Santam employees received cybersecurity-awareness training.

 – Processes concerning the management of privileged accounts 

were reviewed.

 – An annual cyber crisis simulation was held with Santam 

intermediaries to create awareness of the realities related to 

cyber risks and the management of those risks.

Compliance
Binder regulations and policyholder protection rules are existing 

compliance requirements. No new digital compliance or legal 

requirements are expected in 2019. However, we await the 

application of the Protection of Personal Information Act (POPIA). 

This Act mandates the implementation of controls to protect 

personal information in all its forms in Santam and its subsidiaries. 

The implementation of these controls has been divided into phases 

that deal with accidental loss of information (phase 1) and malicious 

leakage of information (phase 2). Initiatives on phase 1 were 

completed during 2018 and phase 2 is currently underway. 


