
OUR STRATEGIC RISKS 
One of the main functions of our strategy review process is responding to our strategic risks. 

In determining Santam’s strategic risks, the group and business units each have detailed risk appetite policies with criteria that consider financial 

and non-financial risk. This indicates how much risk Santam is willing to take on in the pursuit of its strategic and operational objectives. It also 

quantifies the amount of capital we are willing to put at risk to create value.

The table below provides a summary of strategic risks – all ranked as high:

Risk category Risk Description Our response

Insurance Santam’s inability to 
achieve our premium 
growth and net 
underwriting targets

Santam’s ability to grow the group 
at an acceptable rate is probably 
the single biggest risk we face 
in terms of creating sustainable 
shareholder value. Santam’s 
level of management expenses 
are linked to growth and margin 
concerns. Expense costs that 
grow at a higher rate than net 
premium growth will erode our 
net underwriting margin. 

– Read about our annual strategy review in the 2018 
performance and progress against strategy section

– Monthly financial performance reviews measuring actual 
growth and margins against budget

– Quarterly performance against strategy reviews 
– Significant management focus on managing expense 

levels

Insurance Failing infrastructure 
and lack of 
maintenance in South 
Africa impacting 
claims

Failure to adequately invest 
in, upgrade or secure public 
infrastructure networks, as well 
as commercial infrastructure 
and private property, can lead to 
pressures or breakdowns with 
system-wide implications –  
specifically from an insurance 
perspective. 

 – Increased underwriting focus on the impact that failing 
infrastructure can have on claims experience

 – Through research studies, we have links with the 
National Disaster Management Centre and the Municipal 
Infrastructure Support Agency

 – Santam partners with local municipalities to mitigate 
disaster-related risks which seriously impact 
infrastructure

 – Our crisis management plan can be applied and adopted 
for any crisis scenario

Operational Cyber risk Any financial loss, business 
disruption or reputational 
damage that results from the 
failure of Santam’s information 
technology (IT) systems 
contributes to cyber risk.

The predominant risk in this 
respect lies with business not 
managed in the Sanlam/Santam 
controlled environment. 

 – Sanlam and Santam have a shared service approach to the 
management of cyber risk. By pooling resources, budgets 
and skills, the group can mitigate cyber risks with greater 
levels of efficiency

 – To understand and manage this risk, Santam maintains a 
cyber resilience framework and crisis management guide 
to cater for cyber risk scenarios and safeguard the group

 – Santam employees receive cybersecurity awareness 
training on a continuous basis and processes around the 
management of privileged accounts are reviewed 

 – A cyber crisis simulation was held in 2018 to create further 
awareness of the realities related to cyber risks and how to 
manage these

 – “Industry 4.0” emerged as a material matter from our 
review process and will continue to inform our strategy 
going forward 

 – Read more in the IT governance section in the Corporate 
governance report

Operational Skills shortage, 
including attracting 
and retaining top talent

There is industry instability 
regarding human resources and 
skills sourcing.

This risk reflects the importance 
of managing Santam’s human 
capital and the risk of losing its 
key people. 

The talent pool is limited, and the 
insurance industry competes with 
other sectors for suitably qualified 
candidates. The lack of suitable 
candidates delays the process of 
transformation.

 – Santam’s ability to retain key employees is high
 – Santam invests in training, employee benefits and 

incentives, and succession planning. We support wider 
industry initiatives to increase the take-up of professional 
learning and qualifications. This will have a long-term 
benefit regarding skilled employees

 – Read more about the right people in the 2018 performance 
and progress against strategy section



Risk category Risk Description Our response

Insurance, 
market and 
operational

Political and social 
risks, including 
the impact of land 
expropriation on 
economic growth

Economic conditions directly 
impact our clients’ ability or 
appetite to spend money on risk 
mitigation. 

South Africa’s low economic 
growth is exacerbating high 
unemployment, inequality, and 
macro-vulnerabilities. Inflation 
influences consumer spending, 
which may result in increased 
cancellations and returned debit 
orders. 

 – Santam is a committed corporate citizen. See the 
transformation, value for our stakeholders  
and P4RR sections for more information

 – Several partnerships with government and industry bodies 
are in place to assist and address certain concern areas 
proactively

 – Diversifying Santam’s business outside South Africa 
mitigates this risk. Santam’s ability to extract value from 
the Saham Finances transaction in Africa remains a key 
focus area for management

Operational Implementation of our 
Pan-African strategy 
in partnership with 
SEM

Our ability to operationalise the 
Pan-African insurance strategy 
is critical. We will achieve this by 
developing necessary technical 
skills and partnerships. 

 – Santam mitigates this risk by fostering a close working 
relationship with Saham Finances and SEM

 – Measured growth that takes country-specific risks into 
account, conservative reinsurance programmes, and local 
partnerships

 – Our technical expertise is critical in some areas, combined  
with specific operational controls around specialist 
underwriting processes

Market Exchange rate 
volatility impact on 
earnings

International diversification 
exposes the group to currency 
volatility and provides a hedge 
against the rand’s devaluation. 
Investment performance is 
most significantly impacted by 
the group’s exposure to volatile 
markets. 

 – We manage our investment portfolio to optimise the return 
within the agreed risk appetite

 – Monitoring net foreign currency exposures
 – Rebalancing assets when necessary
 – We established a treasury function in 2018
 – Hedging foreign currency risks where appropriate

Insurance Climate risk, 
including catastrophe 
events and extreme 
weather

The Intergovernmental Panel on 
Climate Change (IPCC) released 
a report in October 2018 detailing 
the actions needed to limit 
global warming to 1.5 °C and the 
consequences of missing the 
target. A 2 °C global warming 
will lead to more heat-related 
deaths, lower crop yields, more 
extreme weather events, slower 
economic growth, increased 
poverty and increased water 
stress – all of which may result in 
uninsurability. This is a long-term 
risk for the sector. 

 – We have been a member of ClimateWise since 2009 and a 
founding member of the UN Environment’s Principles for 
Sustainable Insurance since 2012

 – The group is considering the recommendations of the 
Task force for Climate-related Financial Disclosures in 
consultation with external climate risk experts and internal 
risk specialists 

 – Find our latest ClimateWise report and the group’s climate 
change position online at www.santam.co.za/investor-
relations/integrated-report/environment-sustainability-
and-governance/.

Operational Ability to achieve 
Santam’s 
transformation 
targets

Inclusive economic 
transformation in South Africa 
requires the industry, and Santam 
as a leader in the industry, to 
create action plans to contribute. 

 – Santam engages with stakeholders to develop sustainable 
targets to benefit vulnerable communities

 – Read more about our transformation initiatives in the 
Santam-specific outcomes section

Operational Reputational  
damage and brand 
association risk

The damage to a brand’s public 
standing because of a scandal, 
disaster or accident can be 
devastating and long lasting. 

In today’s environment, with 
the explosion of social media 
platforms and online review 
sites, reputation has become 
vulnerable. 

Difficult economic conditions 
and the resultant decline in 
disposable income increases  
the risk of internal and  
external fraud. 

 – Santam is vigilant about fraud detection: robust processes 
provide updated trends so management is kept abreast 
of where to expect potential fraud and be proactive in 
preventing it

 – Santam’s social media monitoring mechanism allows 
around-the-clock monitoring and timeous, appropriate 
responses to all social media posts that pose reputational 
damage to the group or any of our business units


